IOWA DEPARTMENT OF NATURAL RESOURCES

User Guide for
External GP5 Users

Version Date Commen t

1.0 6/19/20






















4: CREATING AND SUBMITTING AN ENOI

Glossary and Abbreviations

Affiliate — a person with an account that is connected to a given facility. Affiliates have the ability to enter AMR data
and pay fees. Affiliates who are also Signatories are able to submit AMR data and Notices of Discontinuation.

AMR — Annual Monitoring Report
Authorization [document] — document authorizing the discharge as described in the eNOI

BMPs — Best Management Practices; procedures, practices, treatments, and other measures used to prevent
pollution.

Certification statement — legal statement in which the signer takes responsibility for the accuracy of the eNOI
CFR — Code of Federal Regulations

CoR - Copy of Record; electronic document that includes all the information from the eNOI and is the official copy
electronically submitted to US EPA.

CROMERR - Cross-Media Electronic Reporting Rule; EPA rule requiring electronic submission of certain documents
associated with NPDES permits

DNR - [lowa] Department of Natural Resources

eNOI - electronic Notice of Intent; an application to receive authorization to discharge under a general permit that is
submitted by way of the internet.

EPA — [U.S.] Environmental Protection Agency

ESA — Electronic Signature Agreement - a document that includes the conditions you must meet and agree to in
order to submit an eNOI

GP —general permit - in wastewater and stormwater, an NPDES and/or state operation permit that covers many
similar discharges under one permit

IAC — lowa Administrative Code

LexisNexis — a third-party identity verification tool

NAICS - North American Industrial Classification System; a structure developed by the U.S. Census Bureau that
provides numeric codes corresponding to business and industry. Codes can 2, 4, or 6 digits long; the longer the code
is, the more specific it is.

NPDES — National Pollutant Discharge Elimination System

SIC - Standard Industrial Classification; a 2 to 4 digit numeric code that corresponds to a business or industry.





































3: ACCOUNT CREATION & MANAGEMENT

Enter your email address (this will be your username) and create a password. Please create a password that is hard
to guess. (Figure 14)

GENERAL PERMITS 5, 8, & 9 DATABASE - REGISTER ACCOUNT

Create Account

* Denotes Required Fields

Username/Password

* Username (Email)
* Password

* Confirm Password

For purposes of this database, | agree to select a password which will not be easily guessed (.. my name, my children’s names,
birthdays, etc). Passwords must meet the following requirements:

- Does not cantain the User ID

- Does not contain the word 'password”

- Centains only letters and numbers

- Contains at least one lowercase and one uppercase letter

- Contains at least one number

- Begins with a letter

- Be between 8 and 15 alpha-numeric characters (no spaces or special characters)
- Cannet be a password used previously

Figure 14: Username and Password portion of Create Account

Scroll down and enter your contact information. (Figure 15) This should be your business/professional contact
information.

Contact Information

* First Mame

“ Last Name

* Organization Name

* Address

= City

* State

1A~

“ZIP

* Primary Phone

Cell Phone

Figure 15: Contact Information
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3: ACCOUNT CREATION & MANAGEMENT

Scroll down one more time to Security Questions. You must select five security questions and provide answers. DNR
staff will not be able to see what questions you selected or what your answers are. Your answers must contain at
least four characters. You must provide answers to all five questions.

Once you have entered all your information, you may print a copy of this page. The Print button is at the bottom.
(Figure 16) You will be able to see your security questions and answers, contact information, and username. Your
password will be hidden.

* Security Question 4

What is your favorite TV show? v

“ Answer

* Security Question 5

Where did you first meet your spouse? v

= Answer

Create Account ﬁ

After you have printed the form, click Create Account. The button is located at the bottom of the page, to the left of
Print.

Figure 16: Security Questions blank form (partial)

Email Verification

Once you have created your account, you should receive an email from the database
(NPDES_GeneralPermits_589@dnr.iowa.gov). Click the link in the email to verify your address.

You can have the email re-sent to you from the Manage Account page (see next section).

Tip:

If you don't receive the verification email, check your spam/junk mail folder.
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3: ACCOUNT CREATION & MANAGEMENT

Account Status is the next section on the page (the first section if you have verified your email address). (Figure 19)
There are several possible account statuses:

e Email verification pending

e Editor
e Signatory — pending Electronic Signature Agreement
e Signatory

The Username/Password section shows your username, which is also your email address. If you would like to
change your password, click Change Password. If you want to update your secret questions, click Change Security
Questions.

Manage Account

Account Status

Your Account Status is: Editor

Editors can begin, review, enter information in to, and associate users with electronic documents, including electronic Motices of Intent (eMNOIs). Editors cannot sign or
submit electronic documents.

Signatories can begin, review, enter information in to, associate users with, 2nd sign and submit electronic documents, including eMNOls.

If you are an Editor and wish to become a Signatory, please proceed to the Signatory Requirements section at the bottom of the page.

Username/Password

Username

Change Password Change Security Questions

Figure 19: Top of Manage Account page
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3: ACCOUNT CREATION & MANAGEMENT

Changing Contact Information

Your current contact information is shown in about the middle of the page. If you need to make changes, simply
type the new information into the appropriate fields. Then click Save Changes to Contact Information. (Figure 20)

Contact Information

* First Mame

* Last Name

* Organization Name
* Address

* City

* State

*ZIP

* Primary Phane

Cell Phane

“Denotes reguired figld

Save Changes to Contact Information *

Please note: if you are a Signatory and you change your name, address, city, state or ZIP, your account will be returned to Editor Status.You will be required to re-establish
your identity and complete a new Electronic Signature Agreement using the "Begin Identity Proofing” link below.

Figure 20: Changing Contact Information

NOTE FOR SIGNATORIES:

If you change your name, address, city, state, or ZIP, your account will revert to Editor Status.
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3: ACCOUNT CREATION & MANAGEMENT

Terms and Conditions

‘Warning Notice

The lowa Department of Matural Resources (lowa DNR) General Permits Database registration procedure is part of a State of lowa computer system which is for autherized use only. Unauthorized access or use of this computer system may subject violators to
administrative action. All information on this computer system may be monitored, recorded, read, copied, and disclosed by and to authorized personnel for official purposes, including law enforcement. Access or use of this computer system by any person,
whether autherized or unauthorized, constitutes consent to these terms.

Privacy Statement
The lowa DNR will use the personal identifying information which you provide for the expressed purpose of registration to the United States Environmental Protection Agency’s Shared CROMERR Services site, validating user identity through the use of

LexisMexis services, and for updating and correcting information in internal lowa DNR databases as necessary. The lowa DNR will not make this information available for ather purposes unless required by law. The lowa DNR does not sell or otherwise transfer
personal information to an outside third party.

*e reviewed the name presented above and | agree to the Terms and Conditions, and | would like to proceed with LexisNexis® identity proofing.
— )

Figure 22: Agreeing to Terms and Conditions

The final page asks for your personal information. This information will be compared to a LexisNexis database to
confirm your identity. lowa DNR will not store your information. No DNR staff will have access to it. It is important to

use your personal mailing address and phone number, not your business. Once you have filled out all the fields, click
Request Identity Proof. (Figure 23)

Personal Information

lowa DMR will neither store nor have access to your personal information.

* First Name (legal name)

* Last Name {legal name)
Middle Initial

* Last 4 of 55N

* Date of Birth (MM/DD/YYYY)
* Personal Mailing Address

* City

* State

*ZIP

* Phone

* Denotes Required Fields

Request Identity Proof

Figure 23: Proof of Identity Form
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